
Ports (Video)

The following ports have to be opened respectively in each component machine.
If the component resides in the same machine, no need to open ports in firewall.

OpenLM TCP ports configuration

Component
Machine

Inbound Outbound Comment

OpenLM
Server

5015

5000 In case Identity Service is used

7026 In case DSS is used

5005 In case ServiceNow (External Platform
Service) is used

1433 (MSSQL)
3306 (MySQL/Maria)

According to the DB used and the port
it is using

IdentityServi
ce

5000

5015 Server

7026 If DSS should be configured

8888 If ReportScheduler should be
configured.

443 In case External Providers are
required

DSS 7026

5015 Server

5000 In case Identity Service is used

EUS 53555 Websockets with Agents

5000 Identity (in case it’s used)

5015 Server

ServiceNow 5005

https://youtu.be/XricXspBJXI


(External
Platform\Pe
ntaho)

5015 Server

443 Https ServiceNow instance

1433 (MSSQL)
3306 (MySQL/Maria)

Of OpenLM DB

Applications
Manager

27080

5015 API for vendor filtering and security

5000 Identity (in case it’s used)

Reports
Scheduler

8888

5015 API for email settings and user emails

5000 Identity

Broker 5090 Optional. Configuration time only

5015 Server

5000 Identity (in case it’s used)

Agent 53555 End-User Services

27080 App Manager (in case it’s used)

5015 Server

5000 Identity (in case it’s used)

DSA

(8081: For
hosting
only)

7026 DSS

5000 Identity (in case it’s used)

Directories ports According to the directory scanned

External DB DB port

On the servers holding monitored license manager software, port 5015 should be opened.
Please ensure these ports do not conflict with existing application ports. If the port is already
occupied, OpenLM software will not work, due to port conflicts.




